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An Assessment Method for Power Communication Destruction Toughness Based on
Improved Graph Convolutional Neural Network with Network Topology

TIAN Anqi, YU Qiusheng, SUN Chao, JIANG Yingjie, LI Li, ZHANG Pu
(State Grid Shandong Electric Power Company Information and Communication Company , Ji’ nan 250001 , China)

Abstract: The current assessment methods for the damage resilience of power networks have problems such as not considering the functional
characteristics of the power network itself and not effectively utilizing data information, which makes it difficult to guarantee the reliability of
the assessment results. Therefore, a network topology based method for predicting power communication risks and quantitatively evaluating
damage resilience is proposed. Firstly, a power communication risk prediction model based on improved graph convolutional neural network
and multi head self attention is adopted to achieve quantitative risk warning evaluation. At the same time, a business based power super net-
work is constructed to evaluate node importance; Secondly, develop recovery strategies based on the damage form, and calculate the overall
performance of the power communication network through simulation of the recovery process; Finally, the PRF curve is used to accurately
evaluate the damage resilience of the power network. The experimental results showed that compared with the optimal baseline, the recall rate
and F1 score of the proposed model increased by 9.87% and 5.96%, respectively. This model can effectively improve the risk prediction perfor-
mance of power communication and achieve accurate quantitative evaluation of the damage resilience of power communication networks.
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Fig.1 Power communication risk prediction and damage toughness quantitative evaluation model architecture
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Table 3 Node importance calculation result

£3 TREEEHEER

RS AR | AP S WREEE | WAUTS WA
1 0.352 9 0.854 17 0.465
2 0.294 10 0.284 18 0.785
3 0.384 11 0.394 19 0.564
4 0.465 12 0.615 20 0.648
5 0.584 13 0.581 21 0.584
6 0.684 14 0.495 22 0.165
7 0.481 15 0.671 23 0.485
8 0.594 16 0.584 24 0.384

th e Bt H o wT LI H W i £ ) 2% A2 ik )
SIS T b RUE S B IR r 5 22 0 PRE A T 5

27 4 Q-.-GT
26
25 A
(A
[Ty
i
g 24 4
o
&
g
£ 23 4
i
22
—8— b=1200, r=10
—W— b=1200, r=20
21 4 —A— b=3000, r=10
—— b=3000, r=20

S e e e e T s S e N A N
012345678 9101112131415161718192021 22232425
Ffa)/

Fig.5 PREF curve of node network

B 5 F7=M%H) PRF ik
Pl 6 Ry AN Rl 2 TS RVE 52 B R 25 00 1 1 v D sl {5
DR 2 S O PP AL A5 5 . AT LU B e & R b Rl
B r R M R BT . (R S ERABE
TSR I B o T B PR AR A BRI ST, AT B —
BYBEPRIR B o PRI, AR AN [] 0 DR SR 37 s AT SR B &
T b MBS B r AT DR AR TC &, AR SR 2 Y 7 S B

2026 4
RRAE R BIE
—o— b=1200, r=10
Q.92 { —i— b=1200, r=20
—&— b=3000, r=10

0914 —— b=3000,

0.90 +
oot
&
£ 0.89 A
H
z
‘E-,g 0.88

0.87 A

0. 86 -

0.85 -

0 3 6 9 12 15 18
fEERIEh
Fig. 6 Damage toughness assessment results
6 EHGHETMHER

5 #iE

AR SCEE X BUA L T I 2 I P AL T 0k I 55 D fig
Rt B M A A B0 TR, 4 H R T R0k GON YL g
0 5 DX P00 e ¢ 0 e B A VA Dk i il Ak L
2 [ A AR DR 2R > R B S B X T, 3 o g A T
oMb 55 £ FL 3 1 45 R 6 LSS A BV AR AR DAL . SEIR A SR
W], B $ 07 L O RE R AF o SR Y BT S AT A AE A
A RIVE S S 1) REAL KA AR T e it RIS & i
s ST EOR SEBUE 2SR Y 1 Bl A i, B2 e kSR A B
VRN B DL b BB Y L ) RTAI K

S 30k -

[1] LUX, WANG W, MAJ. An empirical study of communication infrastruc-
tures towards the smart grid: design, implementation, and evaluation[J].
TEEE Transactions on Smart Grid, 2013, 4(1): 170-183.

[2] XUL,GUO QL,LIU X Z, et al. Robust optimization method of communi-
cation network to improve resilience of cyber—physical power system [J].
Automation of Electric Power Systems, 2021,45(3) :68-75.

W IRk, AR, F L RIP R AR AN R ke iE s MG
Pty k1], w7y &4 B 2h1,2021,45 (3):68-75.

[3] HAN X. Damage toughness assessment method of power backbone commu-
nication network based on power big data[J]. Telecommunications Sci-
ence, 2023, 39(5):136-143.

BT AT R KA BT RS W % St IR A ik (], %
15#H4,2023,39 (5):136-143.

[4] QL'Y, LIQ M,LIU F Y. Network fault intelligent diagnosis based on BP
neural network [J]. Microelectronics and Computer, 2004, 21 (10) :
10-13.

BB, ET R RRE . KT BP AYZ W & ) &3 R a5 0 77 &
[J]. B8 F % 53 Hh,2004,21 (10):10-13.

[5] HE Q S,ZHOU W T, XU H F, et al. Network fault location algorithm

based on multi-domain partitioning in communication and information net-

works [J]. Journal of Nanjing University of Posts and Telecommunications



%6

i M2, FAkA, )

A BT O 28 A RO T B 22 T 2% 1 T, B AR B B AR VP A U vk - 141

[8]

[9]

[10]

[11]

(Natural Science),2017,37(1) :79-84.
FTik A, A 33 R T & R T S5 e85 15 8 M S B R A
Sak()] K SR B AR, 2017,37(1) :79-84.
NIE X Y, XIE G, LI'Y, et al. Fault diagnosis of power communication net-
work based on stacked relational sparse autoencoder| J ]. Power System Pro-
tection and Control,2019,47(19) :158-163.
Fowed MR, B F . R TR AR A %A B H B2 W
B ET[)]. & A RSk 5545 41,2019,47(19) : 158-163.
VELICKOVIC P, CUCURULL G, CASANOVA A, et al. Graph attention
networks[ DB/OL]. https : //arxiv. org/abs/1710. 10903.
YANG H, LIX W, SI Z ], et al. Accident prediction of power distribu-
tion network based on graph neural network [J]. Computer Systems and
Applications, 2020, 29(9):131-135.
Wi, FEE,AEE, S ATEAZRA LR L RAXER]. 3+
AL A G ,2020,29 (9):131-135.
LITT, ANLP, ZENG CY, et al. Identifying key nodes via GAT and to-
pological potential [ C]/Proceedings of the 2021 China Automation Confer-
ence,2021:308-312.
B IR G, L A THEE AN ZMS 5t ey k4t
83251 [C1/2021 + B B Sh ek i AR ,2021: 308-312.
FU H, WANG Y F. The application research of deep learning in electric
power communication data analysis and prediction [J]. China Computer
and Communication, 2023, 35(23):184-186.
ATRE, B30 IREF ST e b A 845 B 5 AT S5 TR 4 R BT R
[J]. #2855 & J,2023, 35(23):184-186.
ZHANG S L,LIU J, YAN L C, et al. Failure diagnosis and intelligent re-
construction method based on deep learning in electric backbone commu-
nication networks[J]. Computer Engineering & Software, 2018, 39(3) :
194-198.
KA, NEEALN,F . R TRAES T 8 R Tl 15 MBS b
A1, #H,2018,39 (3):194-198.
BILLINTON R, ALLAN R N. Reliability evaluation of engineering sys-
tems[M]. New York: Plenum Press, 1992.
LI W. Risk assessment of power systems : models, methods, and applica-
tions| M. New York: John Wiley & Sons, 2014.
ALBERT R, BARABASI A L. Statistical mechanics of complex networks
[J]. Reviews of Modern Physics,2002,74(1): 47.

[15]

[21]

[22]

[23]

[24]

[25]

[26]

CRUCITTI P, LATORA V, MARCHIORI M. Model for cascading fail-

ures in complex networks [Jl. Physical Review E, 2004, 69 (4) :

045104.

DEB K. Nonlinear goal programming using multi—objective genetic algo-

rithms[J]. Journal of the Operational Research Society, 2001, 52(3) :

291-302.

KAMBLI A N. A robust optimization approach to manage uncertainty in

local agricultural production in mid-western United States [D]. Colum-

bia: University of Missouri—Columbia, 2019.

KAPLAN S, GARRICK B J. On the quantitative definition of risk [1l.

Risk Analysis, 1981, 1(1): 11-27.

ZADEH L A. Fuzzy sets [J]. Information and Control, 1965, 8(3) :

338-353.

SHI J. Research on temporal and spatial load forecasting and current opti-

mization technology based on graph neural network [D]. Wuhan: Hua-

zhong University of Science and Technology, 2021.

SR R T A 2 W 6 B E R AT G AR A ABTZ[D]. K

B A B A R L2021

ZHONG Z, GUAN L, SU Y S, et al. Power system transient stability as-

sessment based on graph attention deep network [J]. Power System Tech-

nology,2021,45(6) :2122-2130.

A LVERARAF. RTREEARERLG SN ZRY SR

A B AHAK,2021, 45(6):2122-2130.

LI'Y,YU R,SHAHABI C, et al. Diffusion convolutional recurrent neural

network : data—driven traffic forecasting [ DB/OL]. https://arxiv. org/abs/

1707. 01926.

WU Z, PAN S, LONG G, et al. Graph wavenet for deep spatial-temporal

graph modeling [ DB/OL]. https : //arxiv. org/abs/1906. 00121.

ZHENG C,FAN X, WANG C, et al. GMAN: a graph multi-attention net-

work for traffic prediction [CJ//Pmceedings of the AAAI Conference on

Attificial Intelligence, 2020:1234-1241.

BAI L, YAO L, LI C, et al. Adaptive graph convolutional recurrent net-

work for traffic forecasting[ DB/OL]. https : //arxiv. org/abs/2007. 02842.

GUO S,LIN Y, WAN H, et al. Learning dynamics and heterogeneity of

spatial-temporal graph data for traffic forecasting[J]. IEEE Transactions

on Knowledge and Data Engineering, 2022, 34(11):5415-5428.
(A% F Rdh)



